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H | BEQERBESRTLTIE, BREF1VT A 2EETDLIENPRDERARNTH S, AFETIE, BEOBRBEV AT LIS
BOWTAVLWLNBEREF 2 T4 BT e 2 0BMEHERICOVWTRRS,

Z | Information security is indispensable for information communication system.
We will focus on the typical information security technology and the mathematical basis in this lecture.

FEDEEBIZE Learning Objectives

B | BHReFa )T ICHRBELABHAFIETED

BHREF 21U T M2 2MFNERCHETIMBLELTND
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Bt

To list important matters required for information security.

To learn mathematical basis that support information security.
To explain a requirement of PKI and the system.

To explain fundamental public key crypto systems.
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To learn typical digital signature scheme.

To explain typical threat in network security and its countermeasures.

To learn fundamental technology for managing digital contents rights.

To learn fundamental biometrics authentication.

Y

BE2DERE O FHEE# / Fulfillment of Course Goals (JABEE ES&ERIB D &)

B | IO | ik

REEHEIER Course Plan

No. IEH Topics AZ Content
1 B | BReF2UT1&F BHREF 21U T4 LIEFAD, FROEEME, T2 AIAKICOVLT, BSEITOZE,
HBRES,
Z | Introduction of Information | To learn confidentiality, integrity, and availability. To learn history of crypto technology.
Security To learn symmetric crypto system.
2 B | BHGROERQ) a—2Yy FORERE, BHOERBER
% | Fundamentals of number | To learn Euclidean algorithm, congruences.
theory (1)
3 B | BHGROERQ2) —RERR. FEORRER. FRE
% | Fundamentals of number | To learn how to solve linear congruence equation, chinese remainder theorem, and
theory (2) residue class ring.
4 B | BHmOEL(3) B-BE-R A4 7-0BEK
% | Fundamentals of number | To learn group, ring, and field. To learn Euler's phi function.
theory (3)
B B | 2HEES() HBRES & ARBES OBV, NRABESOREE, RSAES, ElGamal 5. Rabin
&=
& | Public key encryption (1) Public key encryption (1)
6 B | 2HERES2) NHEBEESOBIE L PKI, ZHEREZRBDHE. NHEEESOREE
ZE | Public key encryption (2) To learn PKI, generation of prime numbers, prime factorization, and security of public
key cryptosystem.
7 H | €784 BFELORE, RSAE4A, ElGamal BE, Ny ¥y 2B T4 P RLBLZOREH
% | Digital signature To learn principles of digital signature, RSA signature, EIGamal signature, and hash
functions. To learn security of digital signature.
8 H| %2V 7«470 a1 BB L. DH #EAFAX. BAHER DH B#EEAR. MEHEE. < ILF/ =T 4
—7n ko
Z | Secure protocols (1) To learn principles of key sharing, DH and DH over elliptic curve key sharing method,
secret sharing scheme, and multi party computation protocols.
9 H| t¥a2VY7«47Rba1LQ2) FAHEIRE $. COMBAR,. EFHEAX
Z | Secure protocols (2) To learn quadratic residue, zero knowledge interactive proof, and quantum key
distribution.
10 [H|E2FaVT47AbaLoR | BFvr—, BFRE. 7AvIFzA > Tor, Ev baqyr
ZEES )
% | Applications of secure | To learn electronic money, BitCoin, blockchain, electronic voting, and Tor.
protocols
11 | B | 7747 A FrL v LRRYR Ty aALNRRT— R NREZRAE
% | Client authentication To learn challenge-response scheme, one-time password, and public key
authentication.
12 |B|A4v&—3Fy btFxaVUTq | Xy bT7—07RbaLEBEEF2Y 74, IPSEC, SSL/TLS, VPN
(1)
& | Internet security (1) To learn network protocol layer and secure protocols, IPsec, SSL/TLS, and VPN.
13 H|lA4Av&—S3vbtxaUTg | wLozT7 BFA—ILEXxaVUTa, 9xz7EFx2UT4, 774AT7 74—, IDS
(2)
| Internet security (2) To learn malware, e-mail security, web security, firewall and IDS.
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14 | B | @ARERME T 4 P20 | EARERMOERE. NAF 2 MY 7RG, REBEOFTM. DRM, EFEH L

7 2 ORER
Z | Biometrics authentication and | To learn fundamentals of personal authentication, biometrics, authentication
Digital Rights Management accuracy.

To learn DRM and digital watermark.
15 | B | EF3vEa2—kEWBEMHE. | EF3vE21—RElE Ya7oT7LTVRL, FL&&

E .o}
Z | Quantum computer and cipher | To learn basic concept of quantum computer, Shor's algorithm.
braking, Wrap-up To review the contents of the lectures, and to learn remaining problems.

>E# ‘

B | MEERCLR— FEEIZ LMS(Moodle) ETIRRENZ DT, EHMICHERT S L,
HERKRTHR LMS LTEBFR MCEZT S L,

ERRTHR, REERECIC, KRB, /b BARERNERGELEZL (B2 (2BEUL).,
BEBLPLAR—bE2HERBToT, HREFTCICBHTRET S L,

Z | Materials and report theme will be provided on LMS(Moodle).
After the class, a short reviewing exam will be provided on LMS.
2 hours reviewing are required.

H | ZRE [EREF¥ 2V T 1 0ERE| (B4 ARR—HE. FRIBERE. HUHW 2EZ BReF2VU T 1-B5 - [ - HE
FCl THES - TRIEMRE. BRE,)., [BHREeF¥21) 7] (BFET - FHEHRE. #— L), [BSLEENTLI
URLAF] HFLVT7R -HOZ—=TNE, a7 Uy H— 727 5—0ER), [y b T7—2%2UF 1] (Gt 565,
FR BREBE, AL, MEREFa U7 ERBR] WERAE, a0Fi)

Z | The textbook is Fundamentals of Information Security by Kyoritsu pub.

H | FHRHAR60%. FE~OBEBHIBES(LA— b, EET X b, BRF)A0%ICL Y EHET 2,

Z | Performance evaluation of this subject will be conducted by the term-end exam (60%) and reports, reviewing exams (40%).
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