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BEHKE L.

I | We live in a society where the exchange of information using computer devices and information networks is indispensable
for everyday life and work. We need to understand the role of information security technology and its function, recognize that
each of us has a responsibility to be a receiver of information and also a sender.

In this lecture, we learn laws, morals, and technologies related to information security to live safely and securely in such an
information society.

FEDEEFIZE Learning Objectives I
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B | BRI LEZEOAEEGOAEICOWTEHREATE %,
BHREMOBEN ST 74N —EAABRICOVWTHBATE S,
AV 21—V RTLOERE - REEIHRICRIEIITHELREAOHKEZRICOVWTERATE 5,
V7 b7 xzT AT UYRENET BEAMCOVWTHNFABEDOREHR THRIATE 5,
AvZ—Fyv bBLPAVE2—2Z2FBALALERORGEBHIERICOVWTHATE 2,
MPPBEECEAER, FNET 72X ITRORILICEYT 2 EFEL L, BREF1 ) T4 ICBEELAFRICOVWTERATE %,
BREF 1V TATRIAVE VAT LIZEDWEEREF 2 U T AFHICOWTRATE %,
AVE21—XOFMRHVEAT 2RENLCMEOEM L. BMTEGREORMICOVWTHBATE %,
AV E2—R Y RT LZRERFA» SHET 2 FEICDOWTHRBTE 5,
ESEMTOER L SR EBWRIEARICOVWTERT 5,
AVEL1—Z VA LRDEFEZNHHAFAL TWBIIATICOVTHEATE %,
V7 hTTICERT 2RBEDERIE A VTV PORERREAZ AV E 21— 2V R T LORMKAMBEIC OV TEHBT
5,
= | You can explain the positive and negative aspects that information technology has brought to society.
You can explain privacy and personal information from the viewpoint of information technology
You can explain the influence of reliability and safety of computer system and the cause of malfunction.
You can explain the rights possessed by software, contents, etc. in the framework of intellectual property rights.
You can explain the examples and prevention measures of crime using the Internet and computers.
You can explain information security related laws such as intellectual property rights, personal information, and laws
concerning prohibition of unauthorized access acts.
You can explain the framework of information security management system.
You can explain the case of ethical problems faced by computer experts and the principles of engineer ethics.
You can explain the means to protect computer systems against unauthorized use.
You understand the basis of cryptographic technology and authentication method using cryptographic technology.
You can explain examples of computer viruses and the technology they use.
You can explain the cases of vulnerabilities resulting from software and understand technical problems of computer systems
that cause incidents.
S B EEODERME O HEESE / Fulfillment of Course Goals (JABEE ES@RIH o &)
H
e

REHEIER Course Plan

No. 18 B Topics AZA Content
1 H | BBRARICEITZHEE HEEFEOR THERCERIMARL TCOEIRECRIFLTWEIEE, BiRtxal
TARERBEOLEEDWTHERT 5.
% | Light and shadow in the | Discuss the role andinflurnce of information and information technology in social life,
information society and learn the necessity of information security and information ethics.
2 B | 7741y —LEANER EEMBEE A > TLWAEABRFRAREICREEL T, BABROBRIKEWLAG SIERICHTT
ZEMFIC L TERT S,
& | Privacy and personal | Leakage of personal information is a problem in recent years. In this lecture, we
information discuss how we should treat personal information and protect privacy.
3 H | avra—4%0nEEHE BRASICHEVWTEESEADOAAYE2—&LEINTWVWEA, ZDaArEa1—%
BEOEBEEELZOFERLITOVTERT 5.

Z | Reliability of computer system | Currently, computer system is used everywhere in our society. Our safety is more and
more dependent on the correctness of computer systems. In this lecture, we discuss
the reliability of computers and their influence to our society.

4 B|tE¥aUsgq&E HMOFTEECEANBR, RET7 7R TAOEILICET 3 EERE, BHReFa T4

2
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ICBIE L72REICE L CGERT 5.

= | Security and law Discuss laws related to information security, such as intellectual property rights,
personal information, and laws concerning prohibition of unauthorized access
actions.

5 H|VZ7bI7zT7HhEDHNEE | 3va—2TYy 7 b7z 7%2RBATRICERT NEZ/FERME L0102 —
Ri& Iy bEFAALIIBEREOPLY &) ICHB T 2EFEMBER EICOWTERT 5.
= | Protection of intellectual | Protection of intellectual property including software
property including software
6 H | 74 LRERET 7+ REH AVEL1—Z VA ALRBELPAVYE 21— T - LOEFIEZNOHAFIA L TV BT,
RET 72 ZADORPIEZOFMICOWNWT, ERT 5.
Z | Computer viruses and | Discuss examples of computer viruses and computer worms, technologies that they
unauthorized computer | use, examples of unauthorized access and their technologies.
access technology
7 H| avva—%3L35%E AV EZ =3y bBLVPAY 21— ZHALELPRORGEZDOBFEICOWTERT
.

Z | Computer crimes Actual cases of computer and Internet crimes and the method for preventing them
are to be discussed.

8 B | "X bEF2UT 1 5ifT NRRAT—=RIZk 22 —YRICT7 7 AT 27 7 2 XGIfHG E, STEBEERERNA
MOBET BEMICOVWTERT S.

Z | Host security technology We discuss technologies to protect computers from unauthorized use such as
password-based user authentication and access control technologies.

9 B|&*Yyb7—0E2F2 T4 | AvR—2vy MIEIT2BEOAER EREBEOEHZEY LIS, 774 T 7 +—IL
ity xRy T = BABRMY RT LR EREBENS DBHFERICOWTERT 5.

% | Network security technology We discuss the mechanism of communication on the Internet and the case of illegal
communication and discuss defense measures against illegal communication such as
firewall and network intrusion detection system.

10 H | BSHEiffeteFaVrqa BESOFREBER L MNIAHERSZIE LD LT IRENELES AR, EFBRAICOVTE
WY D,

Z | Cryptography and security Discuss the principles of cryptography and representative cryptosystems such as
public key cryptosystems and electronic signatures.

11 B | &F & ARAEAMN N2 = RERWERI A b ILPEERR - ZERDIE R E XAV SE QR
M >WTakimT 5.

Z | Authentication technologies Discuss password-based authentication technologies and advanced authentication
technoligies such as biometric authentication, multifactorial authentication and
others.

12 | B | BHREeFa2VTa<xxPXy | BHRtFx2)TF4HRY > —BLOISMS ( Information Security Management System)
k ICEDLBEREF 2V T AR IX Y MTOWTERT 3.

% | Information security | Discuss information security policy and information security management based on

management Information Security Management System (ISMS).
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13 | B | EfiROmEBLEE AVE2—ROEMARHNFERT 2EEOFEERY LI, BHREMEEL LTROONDE
FEBBISOWTERT S,
Z | Ethics and responsibilities of | Discuss potential problems faced by computer experts and discuss the
professionals responsibilities and ethics required of information engineers.
14 | B | avea—aEfiogE TYRILT 484 B, ¥ HDRER, (v &—Fy MREEREBER X271 818
RRBICEAY 2 & VILHAEMEICOWTERT %,
% | Influence of computer | Discuss broader issues related to information security and information ethics such as
technology digital divide, loss of judgment, and internet addiction.
15 | B | ¥4 EEREMIOVTHRIELI- LT, BREF 2V T 1 LBEERRBICET 25BOREEICD
WTERYT %,
Z | Summarization The overall lecture is to be summarized and then the future perspectives of
information security and information ethics are to be discussed.

JB1&5<15 Prerequisite(s)

H

e

ZE

RERHENLE (FF -

Required study time, Preparation and review

BE%)

H | BHREBL L 2—DT7 ATV b 2EEB L, BFA—LBEDV AT LIMEZ ST &, BF A —IL e-Learning ¥ 2T L(Web 7
7Y EER) EE - TOBRERHRRY I LK~ ORI, £72 OpenOffice.org ENT7—7A, FLEYF—2a> 77V
T—2arvEFE-> CRENDBEFREZTINT, IhodERD I L,

Fro, BREARICHTH2FEz2 1KHE. 8% 2KHE. AehETC3HHEOFE - BFICMR,. I=LKR— b FE BLUE
HRBRICHR 270 DFEREEET 5,
Z | Students enrolling this class shall acquire an account from the Center for ICT services to use computer systems including

an e-mail system. Moreover, they have to be able to use e-mail and e-Learning systems (an Web browser is used), which
are used to present lecture materials and to submit the mini reports, and any word processing applications such as
OpenOffice.org and presentation application, which are used to submit electronically assignment reports.

This class requires not only one hour to prepare for the individual classes and two hours for review (three hours in total) but
also further learning hours to prepare for mini reports, assignments, and regular examinations.

HRE 5EE Textbooks/Reference Books

H | #BE "B eF2 U 7R WEEX - REXLX BERFHERES,ISBN 978-4595323539
S2ZE "BREF 1) T4 LERBEWLAERX - RESXK BEERFHERES,ISBN 978-4595318979
Z2EE T HROFREHE BIR" Y 71— XF, BRERGEERBS,ISBN 978-4-89471-430-4

Z | Text Book: "Introduction to Information Security",ISBN 978-4595323539

Reference Book: "Information Security and Information Ethics",ISBN 978-4595318979
Reference Book: "Laws and ethics in the IT society 2nd edition",ISBN 978-4-89471-430-4
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B | #E0I=LFR—FrQ20%). BELFR—FE0%). BLTHRT R (60%) TS %,

ZE | Students are graded based on the results of the weekly mini reports (20%), assignments (30%), and the end-of-the-semester
test (50%).

B | LR— Mg, SEEEAREIICERLTRET 22, (@&, 25, REVASIAICIIFHSER)

ES

o



