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/Timetable Number
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/Course Number

BA7#/Credits 2

IR RE ##&E : Lecture

/Course Type

2 7 X /Class

BRERBL E®WE ¥ 1Y T« :Information Security

/Course Title

HEHEL /FREE R=/BHE  Fk : /INABA Hiroyuki/MASUDA Hideo
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RIB /Practical Teacher

R AUBE74
/Numbering Code

BEDBHK - 12 /Objectives and Outline of the Course

H | BEOBRBEES AT LTI, BREF1VTA2ERBT LI ENRDERAXRTH D, FFETIE. BEOBERBEV RT LIS
BLWTHALLNDEREF 12U T4 BT 2 OHFHNERICOVWTHENS,

% | Information security is indispensable for information communication system.
We will focus on the typical information security technology and the mathematical basis in this lecture.

FBDREHFIZE /Learning Objectives

i

H | BHREX2 )T IIHELEHETIETES

BREF 2V T4 BEMEXZ2HFNEBICETIAEEBL TV
NERDIEEBPKNODBEMHEZD L L AIZDOWTHATES
HEANLGARBESARICOVWTEFD LL A%HBATES
BFERIOVWTRENAZARICET2HMEEBL TV
LF2VTAICHTDERBEEZONKRFEZRBTES
FAPRLAYT Y ORERMICE T 2ERONFEBL TV
BAGRAERATICRE T 2 EBMMMSZEEBE L T2

b

To list important matters required for information security.

To learn mathematical basis that support information security.
To explain a requirement of PKI and the system.

To explain fundamental public key crypto systems.

To learn typical digital signature scheme.
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To explain typical threat in network security and its countermeasures.
To learn fundamental technology for managing digital contents rights.

To learn fundamental biometrics authentication.

B EEDERE DFHMEEXE / Fulfillment of Course Goals (JABEE B8:&HRI B )

JBE| IO [ ik

REETEIEE /Course Plan

No. IEH Topics AZ Content
1 B | BRExaUT1Ed BHREF 12U T4 & 3D, BEROBRME, TR, AJRKICOWT, BSRITOEE,

HERES,

= | Introduction of Information | To learn confidentiality, integrity, and availability. To learn history of crypto technology.

Security To learn symmetric crypto system.
2 H | BHHOERQ) a1—2 Yy FOERE BHOARER
% | Fundamentals of number | To learn Euclidean algorithm, congruences.
theory (1)
3 B | BHGROERQ2) —RERA. FEHORRER. FRE
% | Fundamentals of number | To learn how to solve linear congruence equation, chinese remainder theorem, and
theory (2) residue class ring.
4 B | BHGHOER3) BBk F47-0FEK
% | Fundamentals of number | To learn group, ring, and field. To learn Euler's phi function.
theory (3)
5 B | AR#ES1) HBRES EABRRES OBV, ARRESORE, RSABS. ElGamal #5. Rabin
BS. BRhiRES
ZE | Public key encryption (1) Public key encryption (1)
6 H | ~BAEES(2) NEEES OIS L PKI, BHEREZRBOE. NHEERSOR2M
& | Public key encryption (2) To learn PKI, generation of prime numbers, prime factorization, and security of public
key cryptosystem.
7 H | 8BFE% BFELORE. RSAES. ElGamal BE, Ny a8, T4 P XLBELZOREME
Z | Digital signature To learn principles of digital signature, RSA signature, ElGamal signature, and hash

functions. To learn security of digital signature.

8 H| t¥aVU7478a0(Q) BEHEAB L. DH BEHEBARX. BAMIR DH BHEEAHRX. WEHECE. < LF /=T«
—7'akai, Tor

Z | Secure protocols (1) To learn principles of key sharing, DH and DH over elliptic curve key sharing method,
secret sharing scheme, multi party computation protocols and Tor.

9 B|tE¥2UF470 k22 FAFEISEE, Y OMBER, EFHEAX

Z | Secure protocols (2) To learn quadratic residue, zero knowledge interactive proof, and quantum key
distribution.
10 |H | EtF¥aVTF747A Lol | BFvr—, BFEE 7AvIFzA>, Evbaay
Rk
& | Applications of secure | To learn electronic money, BitCoin, blockchain, and electronic voting.
protocols
11 | B | 7747~ &t Fr LY LRRVYR TrEA LT — R AT
Z | Client authentication To learn challenge-response scheme, one-time password, and public key

authentication.

12 H|A>v42—FvbtFal7q | 2y bT7—070baLBEEEEF2Y T4, IPSEC, SSL/TLS, VPN

(1)
= | Internet security (1) To learn network protocol layer and secure protocols, IPsec, SSL/TLS, and VPN.
13 H|lAv&a—FybteFa)Fa | w7, EFA—IEFxalTq4, Jz7tvF2UT4. 7747 7+—J)_ IDS
(2)
Z | Internet security (2) To learn malware, e-mail security, web security, firewall and IDS.
14 | B | BAREEME T 4 P20 | BEARREMORELE, NAF X b o REF, RIABEOTHE, DRM, BFFEH,L
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Biometrics authentication and | To learn fundamentals of personal authentication, biometrics, authentication

B

Digital Rights Management accuracy.
To learn DRM and digital watermark.

15

H| 8Farra—4 LSRR, | 8EFavyEa—2&lFE, >a707 LI UL, £
Egal))

Quantum computer and cipher | To learn basic concept of quantum computer, Shor's algorithm.

B

braking, Wrap-up To review the contents of the lectures, and to learn remaining problems.

‘ >E* ‘

B | BEERCLR— FEEIL LMS(Moodle) ETIRRENZ DT, EHNICHERT 5L,
BERERTH, IMSETEBTX MIEZET S &,
EERRTHR, REERECIC, KRB, /- BARERNERGELEZL Bz (2BHUL),
BEBLPLAR—bE2HEBToT, HREFCICBHTRET S L,

Z | Materials and report theme will be provided on LMS(Moodle).

After the class, a short reviewing exam will be provided on LMS.
2 hours reviewing are required.

B | #0E MEfe+a )7 (OB (B4 AR—EE, TRERE, IR /228 (Blexa U7 BS - R - HE
FC) HHES - TREMRE,. BRE,)., [BHRErF¥1U 7] (BvFET - FHEHRE. #—Lt). [BSLEENTLI
UZXLAF] HFLTZR -HOF=TNE, 2TV H— 727 7—08FR)., [y b7—=0€F2UF 4] (Fib &85,
LR BRERZE, A— L), [MEHREF2U 7 EBEHEE] WESEXE, 2071

Z | The textbook is Fundamentals of Information Security by Kyoritsu pub.

B | 2R 60%. ERAOEBWES(LFR— b, EETX M, BRH)A0%IC LY FFHET 2,
Z | Performance evaluation of this subject will be conducted by the term-end exam (60%) and reports, reviewing exams (40%).

= cLR—ME, XEESIATRIE. SIAEMABREICOND EIICL, HAZERT S L, ExBR5IBIREBELZ L, 3l
BEIIBFEEDTHRELARNVI &,
CMBADMER L7 LR — P EBOAMER LI LTIRELAWLWZ &

%= | Ensure that when quoting text in reports, the source of the quotation is clearly indicated and properly cited. Avoid excessive

guotations, and do not alter quoted passages, even to correct typographical errors.
Do not submit a report that you did not create yourself; in other words, do not present someone else's report as your own.

w



